PEKOMEHIALIMU
0 Mepax 10 MOBbILIEHHIO 3al[UIIeHHOCTH HHPOPMAaLMOHHOH HHGPAaCTPYKTYpPLI
oBpasoBaTe/IbHbIX YupexXaeHu# Poccutickoit @enepayuu

Ananus ceegenuit 06 yrposax GesomacHoctd MHQOPMALUMM, POBOAMMBDI
B YC/IOBHAX CKIafbiBaiouledcsi o6GCTAHOBKM, YKA3bIBaeT Ha yBeaWueHWe Yuclia
KOMITBFOTEPHBIX aTadK W CBA3AHHLIX C HUMH YTEUeK MepCoHa/bHbIX JaHHbIX.

' IIpopomkaroT $rKCHpoBaTECs aKThl GOLLIIOTO KOMMYEeCTRa (QUIIMHIOBBIX MUCEM,
TOTBITOK BHeAPEHUs BHPYCOB-IIKM(POBANbLIIMKOB Yepe3 IMOYTOBble BAOKEHHSA, a TaKKe
PACCBIIOK 3aBeZIOMO JIOKHBIX co0bLiernii 06 akTax Teppopusma.

B nensx npenoTspalljeHds peanusald yrpo3 Ge3onacHoCTH MH(OPMAaLMOHHOM
MH(PaCTPYKTYpbl 00pa3oBaTe/bHBIX yupexaeHui Poccubickoit Megepalyu HeoBXoAMMO
TPUHSATD JOMOIHUTE/TbHEIE Mepbl 3aLHTH! HH(OPMaluu:

1. ObecrieunTs TNpUMeHeHHe CPEeJCTB AHTUBHPYCHON 3all[UThI M aHTHCMama,
a TaKXKe CBOeBpeMeHHoe 06HOB/IeHHe uX 6a3 JaHHBIX.

2. Hacrpouts B CpeZfCcTRax aHTHUBUPYCHOM 3allHUTHI, aHTHUCTIamMa
(TpM HaIMUKK) TIPOBEPKY BCeX MOCTYIAMOLAX Ha SIEKTPOHHYIO TIOUTY BILOMKEHHA,
3. IlpouHdopmupoBaTh T0JIb30BaTe el UH(OPMaLHOHHOMH CHCTEMbI

0 HeobxopuMocTH BesonacHoi paGoTHI ¢ 37eKTPOHHOMN TTOUTOM, @ UMEHHO:

- BHUMaTe/IbHO [IPOBEPATH aJjpec OTIIPaBUTeNs, aXKe B CIydYae COBMNAaeHUA UMEHH
C YK€ M3BeCTHLIM KOHTAKTOM;

- He OTKPLIBAaTh MHCbMa OT HEM3BECTHBIX a/|pECATOB;

- TIPOBEPATH MHCbMA, B KOTOPBIX COJEPXATCH NPU3LIBBL K AeHCTBUAM (Harpumep,
OTKPOM», «IIPOUNTail, «O3HAKOMbCH»), @ TaKKe C TeMaMH Ipo (UHAaHChl, OaHKH,
reoroONIUTHYECKYH0 0B6CTaHOBKY MJIH YTPO3bI;

- He MepexofuTh MO CCHIIKAM, KOTOpPEIE COIEPXKaTcs B 3€KTPOHHBIX MHCHMaX,
0COBEHHO eC/IH OHM J/TMHHBIE WM HA0GOPOT, MCTIOMB3YEOT CEPBUCH! COKPALIIEHNA CCBITOK
(bit.ly, tinyurl.com u T. 1.);

- He HOXXKMMaTh Ha CChIIKK U3 TTHCBMA, eCJTH OHH 3aMeHeHBI Ha C/I0Ra;

- [IPOBEPATL CCHUIKH, [a)Ke ec/M THCbMO [IOJIy4eHO OT JPYroro Moab30BaTess
HH(OPMALIOHHON CHCTEMBI;

- He OTKpBIBATb BJIOKEHHs, OCOOEHHO eCIM B HWX COLEPKATCA [OKYMEHThI

C MaKpoCaMH, apXuBEl C TIAPOJisMH, a Takke (aline! ¢ paciuupenusmu RTF, LNK, CHM,
VHD;

b



- He IIepexXofHMTb II0 CCbIKAM M He CKauMBaTh (alijiel, copepXKallyecs
BO BXOfLIMX TOYTOBBIX COOOIIEHMAX, eClIH CpeACTBaMH aHTHUBMPYCHOM 3aliUThl
B YKa3aHHBIX BIOXKeHUsX 00Hapy>KeHO BpeZloHOCHOE MPOrpaMMHOe obecTieyenie;

- BHUMaTe/IbHO OTHOCHMThCS K NMCbMaM Ha WHOCTPAaHHOM s3blKe, C 6O0/bLINM
KO/TMUEeCTBOM I10/1y4aTesied ¥ opdorpadrueckimu omnbKamuy;

- B CJIy4ae IMOSB/IEHHs COMHEHHM, HalpaB/sTh OJYUEHHOR MTHCEMO KaK BIOXKeHHe
aIMUHUCTPATOPY UHAOPMAL[MOHHON CHCTEMBI.

4. AKTUBHPOBaTh (110 BO3MOXXHOCTH) MeXaHH3MbI [POBEPKH 3/IEKTPOHHOMN [OUTEI,
NPOBEPKU TMOAJMHHOCTH JOMEHa-OTIIpaBUTENS (HanpHMeEp, HCMOMb30BaTh TEeXHOJOTHH
DKIM, DMARC, SPF), a TakKe HACTPOMT: [POBEPKY BXOAAIUUX ITHCEM
C UCMO/Ib30BAHHUEM 3TUX TeXHO/IOTHH.

5. 3abnokupoBarh (ripu BO3MOXXHOCTH) TioJly4eHue TIO/Ib30BATE /ISt
MH(OPMALMOHHON CHCTEMBI B 3I€KTROHHBIX TMCHMaX BIOKEHHH ¢ paciuupeHusmu ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3a6/10KMpPOBaTE JOCTaBKY ITHCEM OT 3apy6eXKHEIX JOMEHOB-OTTIpaBUTeIeH.

7. Obecneunts  perynsipHoe  OGHOB/EHHe  WCIIO/B3YeMOTO  MPOrPaMMHOLQ
ofecredeHus, B TOM UKC/Ie Ha CeTeBbIX YCTPOHCTBaX (MapILpyTH3aTOpax, KOMMYTaTOpax).

8. ObecnieunTh HCII0/Ib30BaHHe YCTOHUMBBIX JUTMHHBIX 1aposei
aAMMHUCTPaTUBHBIX YUETHBIX 3alHCeli.

[1py MOCTYyI/IeHHK Ha aJpec 3/7eKTPOHHOM MOUTH 3aBeAOMO JIOXKHOIO COOBIeHUs
06 akTe Teppopu3Ma HeOBXOAMMO NPUHATE CEYIONIHE MEPBL:

1. Hocrynusiiee coobienne 06 akTe TeppopusMa He yaasTh.

2. OCyliecTBUTh  KOITMPOBAHME TeKCTa coobuieHHs 06 akre TEepPpOpH3Ma
B BU/le CHHMKOB 3KPaHa yCTPOHCTBa (CKPUHLIOTOR 1160 HoToM306paXkeHuH, MoiyyeHHbIX
MOCPeCTBOM UH(poBo# GoTtoduKcaly).

2.1. Ha ckpuHwoTax (HoTou3oOpaxkeHHsIX) [O/KHA O0TOBpakaTbCs CrefyloLias
HHbopMaLus 06 obbekTe:

- Ha3BaHWE TeMel MUCkMa (B TOM UHC/Ie E€CTH THCBMO He WMeeT Ha3BaHMs:
«<be3 TeMBI>»);

- 8/pec  371eKTPOHHOM  MMOUThI  OTNpaBUTeNSA  ITMCbMa,  3aUKCHPOBAaHHKIM
B rpade, 0603HaUeHHOM PeKBU3HTOM «OT:»;

- fiara ¥ Bpems OTIIpaB/IeHMs [THCEMa;



- TeKCT NKChbMa (BK/IIOUas TIOATMCE K Hemy, Harpumep: «C yBaxeHueM, Ipad
MBaHOB» ), KOTOPBIH MOXET COJlep2KaThCsl HeloCPeCTBEeHHO B NUCbMe H/H/IH BO BJIOXKEHUH
K HeMY B BHZie TPUKperieHHoro daia.

2.2. 3adukcupoBaTh  Ha cKpuHLIOTe/GoTOU300paXKEHUH HalWuhe B THCbME
BIOYKEHMS, @ TAKXKe TIPH OTKPLITHH €ro 3a(MKCHPOBaTh aHAIOCHUHBIM CIIOCODOM TEKCT,
KOTOPLIF OHO COJ[@PXKUT. '

3. ICKIFOUMTL ~ KOMUpOBaHWe TekcTa coobujeHus o6  akTe  TeppopH3Ma
(cKprHILOTHI/hoTOU306paXKeHUA) HeHaJJIeXalllero KayecTna, obyc/10B1EHHOrO
HeOPeXXHBIM KOMIMPOBaHHeM, (oTorpahHpoBaHHEM TEKCTOB.

4. Ilpy HeBO3MOXHOCTU ¢ukcanuu coobieHUd o6 akTe Teppopusma B BH/JE
CKPUHILOTOB/()OTOM300pa)KeHUH OCYIIeCTBUTh WX (UKCALMI0 MMOCPeACTBOM (QYHKUUH
KOMHMPOBaHKUA W BCTaBKM B JOKYMeHT Word (C coXpaHeHWeM YKa3aHHOH HHQoOpMaluu
00 obnekTe).

5. O nocrynueuieM coobLeHur 00 akTe Teppopu3Ma He3aMel/IMTe/bHO CO0OLUTh
I10 eJMHOMY HOMepY BbI30Ba SKCTPEHHEIX OIepaTUBHLIX CNYXO «112» nubo B Gimkakini
Opr'dH BHYTPEHHUX JeJl. '

MB/ Poccun



